.), Springer-Verlag, 2004, $69.95, ISBN: 1852337850 Mobile technology is changing the way people and corporations communicate with each other. This technology is now used to talk, obtain information, play games, and for a host of other reasons. The smallness of mobile devices presents a unique set of problems that are not present in the desktop or laptop environment. In mobile devices, buttons and styluses play a major role, but input processes are slow. The small amount of information that can be displayed, and the slow speed at which the user can get it, can also be quite annoying. Commands can be given orally, but this technology is not yet mature. In short, the user interface is the main concern in mobile devices. This book addresses this issue.
Network Security Architectures
Sean Convery, Cisco Press, 2004, $55.00, ISBN: 158705115X This work meets a unique challenge: to teach the design of secure network architecture by focusing only on the required essentials, in a straightforward and easy-to-follow manner. While reading the part of this book where basic security building blocks and their functionality are introduced, I could not stop thinking of an analogy to fi rst graders using Lego pieces to realize complex buildings. The pedagogical and editorial quality of the book is remarkable.
Network Security Architectures is structured into four major logical sections. In the fi rst section, the reader is introduced to the general security landscape and to the importance of security as an integrated system, reaching beyond simple network security technologies, security protocols, authentication, authorization, and accounting.
The next two parts examine the issue of designing secure networks and templates for secure networks. The design of secure networks is closely based on device hardening, which is addressed in chapter 6. This chapter is the core of the book, looking at security policies and router/ switch-specifi c security confi guration.
The last part of the book covers a topic that is often neglected by books on network security: how to manage a network in a secure way-using SNMP (simple network management protocol) version 3 and HTTPS (hypertext transfer protocol over secure sockets layer)-in complex multisite networks. The book offers practical advice and will serve as a reference for any network manager.
Although the author is affi liated with Cisco, the book is not limited to Cisco technologies. Some of the illustrations-ACLs (access control lists) and VLAN confi gurations-are Cisco-specifi c, but the high-level concepts presented are suitable for any network device. In several places, the author is critical of some Cisco security approaches (and shows it in humorous style).
The author follows a logical path and uses a writing style that is easy to understand. The target audience is varied, ranging from network/system managers, IT managers, and business managers to security-interested lay readers. -Radu State
